


The world was a fraught,
risk-lled place in 2023, and
cybersecurity threats continued
to intensiy. How could they
not? With state actors menacing
any number o countries and
widespread economic and
political dislocations unleashing
torrents o criminal activity, it
was inevitable that cybercrime
would rise as well.

Most notably, per the Mimecast’s
State o Email and Collaboration
Security (SOECS) 2024 Report
ndings, 9 out o 10 companies
now have a ormal cybersecurity
strategy in place. This includes
the 48% o respondents who
have a ormal cybersecurity
strategy that spans all key
business unctions, as well as
43% who have a ormal strategy
but make it the sole responsibility
o their IT department.

are now strongly engaged 
in cyber preparedness.

100%

Yet another 3% are currently
implementing a ormal
strategy and 6% have adopted
cybersecurity guidelines and
best practices, although no
ormal strategy.

Growing Cyber  
Preparedness.

Part 1:



The nancial services sector, or instance,
has the highest percentage o SOECS 2024
participants with a ormal cybersecurity
strategy that spans the entire business
(60%). This compares with just 33% or the
media and entertainment sector — the
lowest among the industries included in the
survey. Even so, all the companies surveyed
within both sectors have incorporated either
a ormal cybersecurity strategy or a set o
best practices.

Likewise, among companies o diferent
sizes, the diference in preparedness is
small. The largest companies, with more
than 10,000 employees, led the way with
60% having adopted a ormal strategy
across the business. This is compared with
only 43% o companies in the 500 to 1,000
employee range. But the smaller companies
made up or this with higher percentages o
participants that have either taken up an IT-
led strategy or best practices instead.

This degree 
of preparation 

extends across  
all industry 
sectors and 
companies  
of all sizes. 

Consistent preparation across the corporate spectrum



human
risk
is today’s biggest  
Cybersecurity 
gap and remains 
largely  
unaddressed.

To be sure, none o this
says that corporate cyber

preparedness is ully mature
or as robust as it should be.

As the rest o this SOECS 2024
report explains, there are still

signicant and dangerous gaps
in many businesses’ deensive
measures. Many cybersecurity

proessionals remain rustrated
over insucient unding, lack

o organizational support
and pressure rom upper

management to conne spending
on security tools to those

provided by Microsot 365. Many
human risk actors in particular

— which represent today’s
biggest cybersecurity gap —

remain unaddressed and
outside o cybersecurity
proessionals’ control.

But despite these limitations,
there is reason or considerable

optimism as company ater
company takes steps to

integrate cybersecurity into
its day-to-day operations.
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Email remains the number
one attack vector or
cybercriminals8, and

phishing attacks remain
the top threat to

email users.9

This is conrmed by
the SOECS 2024 survey,

which ound that the
volume o email-based
phishing, spoong and
ransomware attacks

continues to increase.

The magnitude of the cyber threat is appalling:

Cybercrime is expected to
grow by 15% per year over
the next two years, rom $8
trillion globally in 2023 to
$10.5 trillion by 2025.3

This is up rom $3 trillion
in 2015 and represents the
greatest transer o wealth
in human history.4

Nearly one billion emails
were exposed in 2023,
afecting one in ve
internet users.5

Worldwide, the average
cost o a data breach is
now $4.45 million, up 15%
over three years. For U.S.
companies, the average
is more than twice that at
$9.48 million per breach.6

Globally, in 2023, the
number o stolen electronic
records was just shy o
six billion.7

+15% $4.45 million

1 billion

phishing
attacks
remains the  
top threat to 
email users.



In 2023, business email compromise
(BEC), a particularly dangerous orm
o phishing, nearly doubled. Phishing,
together with stolen credentials
and the exploitation o network
vulnerabilities, remain the three
primary ways in which companies
are hacked.10

This afects some types o businesses
much more than others. While 39% o
SOECS 2024 respondents reported a
rise in phishing activity, the percentage
was higher or 6 o the 12 industries
represented in the survey. This
included more than hal (54%) o
organizations in the public sector and
nearly hal (49%) in the business and
proessional services sector, which
includes law and accounting rms,
among others.

Overall, 41% o the SOECS 2024
participants experienced more email-
based threats in the past 12 months,
and 38% see the growing sophistication
o these attacks as their biggest email
security challenge.

Phishing Spoong
Email spoong, where an imposter
tries to make it seem as though an
email comes rom a trusted source,
also continues to spread, with more
than a third (35%) o the SOECS 2024
respondents noting that the number
o these attacks grew again in the
past year. But as with phishing, some
industries were hit much harder
than others: The business and
proessional services sector had the
dubious distinction o having the most
respondents (52%) reporting a jump in
these types o attacks.

Likewise, web spoong, where the
perpetrator attempts to deraud
companies and their customers by
creating a website that impersonates
the company’s site, continues to run
rampant. Nearly all (98%) o SOECS 2024
participants discovered a countereit
web domain in the past year, with more
than 60% unearthing this type o raud
on multiple occasions.

By ar though, the type o email-
delivered threat that is spreading the
astest — and at greatest cost to its
victims — is ransomware.

In 2023, ransomware attacks increased
95% year-over-year.11 At the same time,
the average ransom payment soared
rom $212,000 in 2022 to $740,000 in
2023 — an increase o 250%.12

Eight out o 10 SOECS 2024
respondents have allen victim to
ransomware in the past year, and 3 out
o 4 o the victims elt compelled to pay
the ransom. And while
two-thirds o these ransom payers
successully recovered their data, the
remaining third did not.

Signicantly though, among the
ransomware victims, 23% did not
pay the ransom, yet still managed to
retrieve their data.

Ransomware







Factors outside 
of cybersecurity’s  

control
Factors outside o companies’ control and oten related to human risk include
employees’ ability to recognize and respond to cyberthreats (cited by 36% o
respondents), and whether security protocols or remote workers are strictly
enorced (also cited by 36% o respondents).

Human risk

However, there are other issues
threatening companies’ cyber
preparedness and SOECS 2024

repondents are less condent that
they will be able to manage Collaboration tools

One critical concern, highlighted by 69% o the respondents, is the broad
array o collaboration tools that are used by their companies. These tools
and their widespread use have become a major bone o contention or those
responsible or their organization’s cybersecurity.





The respondents point to a number of
actors that are inaming the situation:

But these IT and cybersecurity
proessionals are also extremely

concerned that the rapid spread and
growing reliance on collaborative
sotware makes it an increasingly

attractive target or the criminal set.
Seven out o 10 (70%) say they pose
urgent new threats, while a nearly

identical number (69%) think it is likely,
extremely likely or even inevitable that

their company will be harmed by a
collaboration tool-based attack.

Inadequate safeguards

59%

o employees routinely
download and make use o
new collaboration tools that
have not been vetted by the
IT department.

o respondents say they
are overwhelmed trying to
keep up with the number o
collaboration tools used by
their company.

say that most o the native
security provided by these
tools is inadequate.

61%

69% 56%

worry that their
organizations’ cyber
deenses cannot keep pace
with these new threats.



In response, these cybersecurity professionals are prodding their
organization to take more robust defensive measures.

say their
companies have
already deployed
additional layers o
protective sotware
to guard against
collaboration tool-
based attacks.

48%

are providing
collaboration tool-
specic security
awareness training
to help employees
recognize
and respond
appropriately to
potential threats.

47%

are taking steps
to gain more
visibility and control
over which tools
employees are
using and how they
are being used.

47%



The anxiety over collaboration tools reects
the current yin and yang o corporate
cybersecurity. While companies’ deensive
postures have signicantly improved over
the past ew years, new cyber risks continue
to prolierate and signicant gaps in cyber
preparedness continue to persist.

say their companies are  
only relying on the native 

security  protections  
included in their  

collaborative software.

37%

admit they aren’t doing  
anything to prevent  

a collaboration  
toll-based attack.

1%



Most companies now have a ormal cybersecurity
strategy in place, and almost all o them (96%) agree
that it has reduced their cyber risk. Viewed through
the lens o people, process and technology, taking a
more strategic approach has been a rousing success.

99%

People:

Virtually all the SOECS 2024
respondents (99%) say their
company’s cybersecurity practices
are efectively protecting the
organization’s customers, employees
and business partners.

99%

Process:

The respondents are nearly
unanimous (99%) that their
cybersecurity measures are
saeguarding their organizations’
business and operational processes.

100%

Technology:

And 100% unanimously agree
that those same policies are
working to secure their email,
collaboration tools and other
technology-based assets.

Protecting Work
and Managing
Cyber Risk.

Part 4:



Although welcome, these outcomes
also beg the question that i the
cybersecurity strategies at these
organizations are proving so
successul, then why were there over
500 million phishing attacks reported
in the U.S. alone in 2022?13 And why
did businesses worldwide shell out
$449 million to ransom their data
during the rst hal o 2023?14

The answer, o course, is that while
adopting a comprehensive set o
security measures has mitigated
cyber risk at many companies, it
has not come close to eliminating
it. When asked to qualiy the degree
o protection aforded by their
organizations’ cybersecurity practices,
only 7% o respondents claimed
they provided complete protection,
while 92% allowed that the protection
was incomplete.

phishing attacks  
reported in U.S.  
alone in 2022.

500 M



A lack o resources is part o the problem.
In a positive development, most respondents
(97%) say their boards and senior managers
support their cybersecurity eforts, and the
majority (57%) characterize the level o that
support as high. Yet at the same time, many

respondents eel their eforts are undercut by
inadequate budgets and limitations on how

those monies can be spent.

The respondents report that, on average, 9%
o their organization’s IT budget is allocated to
cybersecurity. This is much lower or certain

industries, such as the energy sector, which only
earmarks 3% o IT spending or security.

The respondents, on the other hand, believe the
9% average is a third less than it should be. They

would like to see an average o 12%
o their corporate IT budgets designated

or cyber preparedness.

More resources needed

respondents say
they have had to
compromise on
which cybersecurity
tools they use to
monitor email
and collaboration
tool-based threats.

40%

Among the consequences of this underspending:

say they are
unable to detect
and respond to
threats as quickly
and eciently as
needed.

37%

say the
underspending has
led to signicant
holes in their
organizations’
deenses.

36%



Forced to rely on Microsoft 365

These spending constraints are having another
serious impact. To contain spending, more than
a third o the respondents (35%) say they have
been blocked rom investing in cybersecurity

solutions apart rom those provided by M365. The
protections provided by the Microsot sotware

suite, however, have signiicant limitations, and this
has undermined their cyber preparedness.

Most signiicantly, on their own, without the use o
additional, non-native security tools, a third o the
respondents said M365’s native security protections
were unable to prevent malware (37%), spam (33%) or
phishing (33%) attacks. Almost as many (32%), said that by
themselves the M365 security apps could not block BEC
and spooing attacks against their company.

The respondents point to a variety of shortcomings in M365’s
security measures. Chief among them:

Limited ability to
see beyond speciic
incidents (the
trees) and view the
ull threat picture
(the orest).

32%

Making it too
diicult to
implement a
zero-trust policy.

30%

Failing to prevent
“too many attacks
rom reaching the
user’s inbox” .

30%



Line of DMARCation

To prevent phishers and other raudsters rom
spooing their email domains, companies are making

DMARC part o their cybersecurity strategy.

Domain Message Authentication Reporting and
Conormance is a protocol that helps determine
whether an email was sent rom the domain with

which it is associated. This makes it much easier to
identiy and block emails that purport to come rom
one party but were sent by another. Implementing

DMARC, however, can be painstaking and time
consuming, which is why some businesses have been

slow to adopt it.

But that was then. Now, companies across the board
appear to have decided that the greater protection it
aords is worth the eort. To wit, 94% o this year’s

SOECS participants are either already using DMARC, in
the process o deploying it, or planning to do so over
the next 12 months — the highest percentage since

Mimecast irst launched the survey in 2016.

of participants are either already using DMARC,  
in the process of deploying it, or planning to do  
so over the next 12 months.

94%

The top reasons given for implementing DMARC:

making email
more trustworthy.

56%

protecting the
company’s brand.

48%

ensuring
compliance
with industry
regulations.

54%





More efective types o adaptive training are emerging,
based on the recognition that 8% o a company’s users
are responsible or 80% o its security incidents.16

These training programs begin by determining the risk
level represented by diferent employees, and then
concentrating on those employees with the riskiest
behavior to provide individualized training to correct
those behaviors.

The SOECS 2024 respondents are not there yet.
But their keen awareness o human risk and how it
translates into cyber risk suggests that, going orward,
they will increasingly push or their organizations to
embrace adaptive training methods.

54%
say their organization provides monthly or 
ongoing cybersecurity awareness training.

Despite these ears, only slightly more than hal o
respondents say their organization provides monthly

or ongoing cybersecurity awareness training, and this is
down slightly rom 2023 (52% versus 54%).

Proessional educators have long held that to be
efective, security awareness training must be

consistent, delivered regularly in small doses and
tailored to t individual employees. But beyond

this, to close the gap and signicantly reduce the
risk actors represented by their workorce, there is
growing acknowledgement that companies need to

move beyond one-size-ts-all training that checks the
compliance box, but does little to reduce employee risk.





For example, when asked whether their
organization views cyber insurance as a
comprehensive saety net or coping with
cyber threats, just under two-thirds o the
respondents (65%) emphatically stated they
did not. That is compared to only 50% who
held that view last year.

Likewise, when asked i their organization
is less likely to rely on cyber insurance due
to the restrictions insurers are placing on
these policies, two-thirds (66%) agreed,
compared to 52% in 2023.

Because o this reduced reliance, nearly
9 out o 10 respondents (86%) said
they thought their organization needs
to compensate by investing more in its
own cyber deenses. When asked where
this investment was most likely to occur,
the top three categories singled out by
respondents were greater email security
(45%), greater collaboration tool security
(44%) and more use o AI or cybersecurity
applications (41%).

While cyber insurance coverage still matters, companies of all sizes and
sectors recognize that their own cyber resiliency matters more.



Top Takeaways
Part 6:

.01

No matter what
processes and

technologies are
employed, strong

cybersecurity depends
primarily on the

behavior o people. But
human risk represents
a huge security gap at
most organizations.

Companies need
to embrace more

adaptive orms o cyber
awareness training. This
allow them to identiy
which employees are

engaged in the riskiest
behaviors and provide

individualized training to
address those behaviors.

Most cyber risk is
due to human risk

.02

Email remains the
primary attack vector
or the biggest cyber
threats that most
companies are acing
— phishing, spoong
and ransomware. In
other words, there is no
cybersecurity without
strong email security.
Robust email security
depends on multilayered
protections that can
cope with ever-more
sophisticated attacks.

The threat is
in the email

.03

Phishing attacks
are ubiquitous and

multiplying rapidly. But
phishing only works i
people all or it. The

right email protections
are an important aid in
mitigating the threat.
Primarily, employees
need to be alert to

the danger and trained
to avoid it.

Phishing
catches people

.04

Email may be their main
route o attack, but the
burgeoning number o
collaboration tools pose
new and dangerous
openings or cyber
criminals. While ew
companies can operate
in today’s global work
environment without
relying on these tools,
they urgently need to
consider the new threats
they pose.

Collaboration is a
double-edged sword

.05

DMARC is not the easiest
protocol to administer,
but it is highly efective
against email spoong,

which continues to
prolierate. The minority
o companies that have
yet to embrace DMARC

are leaving a gap in their
cyber preparedness.

Getting spooed
repeatedly because they
ail to implement DMARC
can be a costly reminder.

DMARC defeats
spoong



.06

Trying to save a ew
bucks by restricting
cybersecurity spending
to those tools included in
M365 is a sel-deeating
proposition. Microsot’s
saeguards are simply
not efective enough on
their own; they need to
be complemented with
other security tools to
achieve a reasonable
degree o cyber
preparedness.

Microsoft 365 consolida-
tion is penny-wise and
pound-foolish

.07

The SOECS 2024
respondents already

consider the increasing
sophistication o

today’s email-based
attacks as their primary
cybersecurity challenge.

But soon the widely
expected prolieration
o AI-generated threats
will ampliy the danger.
Businesses across-the-
board need to ght re
with re by stepping up
their investment in AI-
driven threat detection
and prevention tools.

The AI threat is coming!
The AI threat is coming!

.08

Nine out o 10
companies now have
a ormal cybersecurity
strategy in place, and
96% o them agree that
it has strengthened their
ability to protect their
people, processes and
technology. This has
been recognized by most
senior managers and
board members, who are
actively advocating better
cyber preparedness.

Cyber preparedness
reduces cyber risk

.09

Most companies have
recognized this basic

truth: A cyber insurance
policy is not a substitute

or a company’s own
cyber preparedness

plan. While it may make
nancial sense to insure
against cyber risk, even

the best cyber insurance
can only compensate
or damage that has
already been done;

it cannot prevent the
damage rom occurring
in the rst place. Only
an organization’s own

cybersecurity can
do that.

Cyber insurance
does not equal

cyber preparedness

.10

Where today’s cyber
preparedness strategies
all short is in how they
are implemented. Too
many boards and senior
executives actively
endorse these eforts
and then ail to back
them with sucient
resources. But cyber
preparedness is like a
living thing: To survive
and thrive in an ever-
more treacherous
environment, it
needs constant care
and eeding.

There is no spending like
cybersecurity spending



The global storm o cyber threats continues to
intensiy. Companies o all sizes and rom all

industries are more alert than ever to the danger o
this cyber siege o their employees and are taking
signicant steps to conront it. Nevertheless, they

will need to up their game going orward. New
sources o threats and AI-driven attacks are sure to

urther roil already troubled waters. Fortunately,
new security tools and training methods, such as
adaptive training, have also arrived to help keep

people and their work protected.

The  
Bottom Line

The State o Email & Collaboration Security 2024 report is
based on an in-depth global survey o 1,100 inormation
technology and cybersecurity proessionals. Mimecast
commissioned UK-based research rm Vanson Bourne to
conduct the survey, which took place during October and
November 2023. Survey participants were drawn rom six
countries, including the U.S. (27% o the total), the United
Kingdom (18%), France (18%), Germany (9%), South Arica
(9%) and Australia (18%).

Survey participants worked at organizations ranging rom
250 to 500 employees (9% o the total) to more than
10,000 employees (8% o the total). These companies
were spread across 12 industry sectors, including
inormation technology and telecommunications
(15%), retail (14%), manuacturing (12%), business and
proessional services (12%), nancial services (11%),
healthcare (10%), energy (6%), media and entertainment
(5%), the public sector (5%), construction and real estate
(3%), consumer services (2%) and other commercial
businesses (4%).

Among the participants, CIOs, CTOs, CISOs, IT Directors
and IT Security Directors comprised 78% o the total.
The remainder included IT and SOC managers, as well as
security architects and analysts.

About the survey results included in this report.
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